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Award Letter for Consultancy Project on “Best Practice Guidelines for Starting,
Hiring and Training the Security Consultant”

Dear Dr.Anshika Prakash
'. K R Mangalam University
Gurugram Sohna Road

Haryana

Please refer to your discussion related to project titled “Best Practice Guidelines for
Starting, Hiring and Training the Security Consultant”, we are pleased to inform you
that the management of our company has approved the said project and has
sanction amount of Rs. 3,00,000/- (Rs. Three Lakh only)towards the project
implementation cost payable to your organisation “K R Mangalam University”.

You are requested to initiate the process of delivering the said project.

‘ Regards

. For Energos Services India Pvt. Ltd.
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Best Practice Guidelines for Starting, Hiring and Training the Security Consultant

Submitted By —
. Dr. Anshika Prakash
Associate Professor
School of Management and Commerce
K. R. Mangalam University, Gurugram
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Proposal
Introduction

The security guard service industry or private security industry is estimated to be worth
INR 22,000 crore and is projected to cross INR 40,000 crores by 2015. As early as in 2006,
the Security Guard Service industry paid over Rs.10,000 crores to the Government by way
of service tax, provident fund, ESI, etc., and the industry has further developed since then at
a Compounded Average Growth Rate of over 25% per year. Some of the key drivers for the
booming security guard service business are urbanization, development of
malls/townships/apartments/office complexes and the growing feeling of insecurity
amongst people. Over 5 million security guards are estimated to be in India controlled by
over 1500 security guard service providers and the industry is projected to grow in the
future at nearly 40% per year owing to increasing urbanization and development of
infrastructure projects. The security guard service industry is inherently profitable and
generates huge employment opportunities. Therefore, there is tremendous interest amongst
Entrepreneurs to start a security guard service business

Objectives

1. Develop and maintain security training standards that improve the quality of job
performance of security officers.

2. Establish standards of ethics for security officers and to encourage adherence to
these standards.

3. Completion of the course, the applicant will be awarded the certificate.

e Fitness and self-defense course;

e Operation manager course

e Control room supervisor course

e Traffic management course

e Special course for the port, oil, and gas Facilities
e Control room CCTV operator course

e Operation room supervisor course

Outcome

What is the importance of conducting a security education program to employees?
Providipg security training for employees equips them with the knowledge to efficiently use

the and become better defenders of the organization. These training may also assist
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them to better manage other tools that are not meant for security in a more secure way as
they will have security in mind.

, Budget
S1. No [Item Rupees
1 Manpower 1,15,000
2 Consumables 15000
3 Travel 15000
4 Training Programs 1,40,000
5 Miscellaneous 15,000
6 Total 300,000

Session Duration —

Session will be of 2 weeks. 10 days evaluation is planned, after qualifying the exams
eligible guards will give the certificate.

INTRODUCTION -

Starting a Security Guard Service Business

The security guard service industry or private security industry is estimated to be worth
INR 22,000 crore and is projected to cross INR 40,000 crores by 2015. As early as in 2006,
the Security Guard Service industry paid over Rs.10,000 crores to the Government by way
of service tax, provident fund, ESI, etc., and the industry has further developed since then at
a Compounded Average Growth Rate of over 25% per year. Some of the key drivers for the
booming security guard service business are urbanization, development of
malls/townships/apartments/office complexes and the growing feeling of insecurity
amongst people. Over 5 million security guards are estimated to be in India controlled by
over 1500 security guard service providers and the industry is projected to grow in the
future at nearly 40% per year owing to increasing urbanization and development of
infrastructure projects. The security guard service industry is inherently profitable and
generates huge employment opportunities. Therefore, there is tremendous interest amongst
Entrepreneurs to start a security guard service business, we visit the licenses, registrations
and other requirements for starting a security guard service business.

Choice of Business Entity

The security guard service business model inherently involves a few risks like employing
numerous employees covered under ESI & PF, obtaining licenses and registrations for
operation and exposure to liability due to the sensitive nature of the service being provided.
Therefore, it is best for the promoters of a Security Guard Service Business to opt for a
Private Limited Company or a Limited Liability Partnership while incorporatjg a business
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entity. Both Private Limited Company and Limited Liability Partnership offer the
promoters limited liability protection, transferability of the business and continues existence
benefits.

Tax Registration

The services provided by a security guard service are taxable under the Service Tax Act and °
hence, security guard services that cross an annual turnover of over Rs.9 lakhs must
obtain service tax registration. The security guard service provider must add an additional
12.36% of service tax to the end client while billing for security services provided after
crossing an annual turnover of Rs.10 lakhs. Based on the choice of entity, the Service Tax
payment must either be deposited with the government on a quarterly basis or monthly
basis.

ESI & PF Registration

Most times the security guards are kept on the role of the Security Guard Agency and hence
security guard agencies must be registered with ESI & PF authorities. ESI registration is a
must for an organization employing over 10 people and PF registration is a must for an
organization employing over 20 people.

Security Agency License

After the introduction of the Private Security Agencies Act, 2005, security service providers
are required to obtain a license under the act from the Controlling Authority. The
controlling authority in most states is the Police Department or the authority rests with the
Home Department of that state. New security agencies must obtain the security agency
license prior to commencing business and agencies that were in operation before the
introduction of the Private Security Agencies Act, 2005 were allowed to function for a
period of one year without the license from the time of introduction of the Act.

The Security Agency License is provided under three categories namely: License to operate
Security Agency in 1 District, License to operate Security Agency in 2-5 District and
License to operate Security Agency throughout the State. Once, the application is submitted
to the Controlling Authority, the application is processed and if found fit, a license to
operate a security agency is provided for a period of 5 years. The license is renewable at the
end of its expiry.

INTRODUCTION —
HIRING A SECURITY GUARD

The potential impact of violence against the Jewish Community can extend well beyond
direct physical or psychological damage. Failure on the part of corporate and non-profit
organizations to adequately plan and respond to this heightened threat environment can
also be expressed in loss of life, major liability awards, increased insurance premiums,
business recovery and reconstruction costs. As a result of these unique challenges facing
the Jewish community, those responsible for administrative oversight may need to
consider hiring outsourced security professionals. The following document is a
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compilation of best practices and guidelines for the hiring of outside security expertise
for the Jewish community.

We are often asked, “Why should our institution hire a security consultant?” The most
significant reason is if you know little to nothing about security, then you need to hire an
experienéed professional that has the credibility and subject matter expertise required for
the tasks at hand. Security consciousness is a necessity for leaders and members of
community-oriented institutions. The Jewish community, in particular, is mindful of the
need to balance vigilance and a determination to maintain the open, vital, supportive
atmosphere, which represents the very purpose of places of worship and community
cohesion. With this in mind, the vetting of the security consultant(s) should also take into
account their familiarity with those issues and conditions that are particularly relevant to
the Jewish community both domestically and internationally. A solid track record and
reference base concerning this area of specialized interest provides a benchmarking that
can be helpful when evaluating the subject matter experience of the prospective
consultants.

WHY HIRE A SECURITY CONSULTANT

The first thing we need to do is define security. There is not a “universally accepted
definition.” Security is a hybrid profession blending various skills, backgrounds, and
preparation. Security professionals have varying perspectives, often because of the
unique degree of specialization required in their current assignment. Security provides
those means, active or passive, which serve to protect and preserve an environment that
allows for the conduct of activities within the organization or society without disruption.
There is a lot more than just looking at your doors, windows and locks or alarm systems
to figuring out what security measures are needed to protect your synagogue, school,
institution, or agency. The primary goal is to prevent loss of life by reviewing your
liabilities on security issues and reducing or eliminating them. Planning is required since
it is an approach that recommends identifying and stopping a problem before it occurs,
reducing hazards in given situations, and of forecasting rather than reacting to
circumstances.

Competent security consultants know what to look for when identifying security issues
and know how to properly mitigate the conditions through cost effective
reductions/eliminations. After careful evaluation, it may make sense to use a security
consultant to get the best security/cost value proposition you can; think of the expense
as an investment for the future.

Consultants can help you with the following issues: .

o Negligent Hiring/Retention
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e Premises Liability

o Negligent Security

o Hiring Contract Security Services
o Physical Site Security Surveys

e Anti-Terrorism

e Fraud and Internal Thefts

¢ Disaster recovery

e Risk Analysis

e Crime Prevention (1)

QUESTIONS TO CONSIDER WHEN HIRING A SECURITY CONSULTANT

Hiring an independent security consultant has many advantages: an objective
perspective; a new outlook on old problems; and new ideas and solutions resulting from
a diverse set of experiences. However, as with any major security decision, it pays to do
research and to ask questions in advance. On the surface, hiring a security consultant for
Jewish institutions and organizations to improve your security policies and procedures
while mitigating your security risks and vulnerabilities may seem like a relatively easy
decision process for an organization. However simple this task may seem, careful
consideration should be demonstrated when choosing your security consultant. Here are
some basic questions that anti-terrorism and security specialists suggest that you ask
about your own organization and about the security consultant you intend to hire:

1. Is my organization really willing to make changes?

Your security consultant may ultimately recommend some significant changes in
equipment, personnel, or procedures. Do you have commitment from your executive
and/or lay leadership to spend the time and money needed to make changes? Will they
back you up long term, especially when difficulties arise, such as employee resistance to
change or challenges from shareholders? Will they follow-through?

2. Does this consultant know my industry and particularly the needs of my
community?

Analyzing threats for Jewish institutions is very different from evaluating dangers at
other non-profit organizations and religious organizations. Violent, often deadly attacks
are being perpetuated against the Jewish community, including children. The dangers
posed to synagogues and other Jewish institutions are a matter of record.

Therefore, while there may be some common issues, there are enough significant
differences that specialized experience and knowledge are crucial, particularly
knowledge of anti-terrorism vs. crime prevention as well as an understanding of the

6




special concerns of the Jewish community.
3. Are there competing or conflicting interests at work?

Some consultants are truly independent, representing neither a particular company nor a
particular technology solution. Others, however, may be using their consulting

services as a door opener to sell particular products and services you may or may not
need but for which a consultant may collect commissions or other fees.

4. Will you be independent or dependent when the project ends, meaning with the
assessment process include justification and rationale for the recommended security
changes?

The ideal consultant will not only help you solve the current problem but also equip
you with skills and knowledge to begin to tackle the next one. You may not be able to
solve all future problems on your own, but you should know enough to begin preparing
ideas.

5. Will the consultant’s services include training seminars, materials,or other extras
to use with the staff?

No doubt you’ll need to educate others within your organization about your new
security procedures and changes. The consultant should have the skills and abilities to
conduct implementation and follow-on training as required.

6. How comprehensive is the consultant’s knowledge and approach?

In some cases, you're hiring a consultant to solve a specific problem. Using a
consultant that has a broader perspective, however, means possibly identifying and
solving problems you may not have considered before.

7. Who’s on the case?

You might have a highly experienced, senior consultant make the pitch to get your
business. But will you ever see that expert again after you’ve signed on the dotted line
or will your job be relegated to junior staff? Make sure you get the experience you pay
for.

8. What are the steps in the evaluation, planning, and implementation process the
consultant will use?

Is it a cookie-cutter approach or are the consultant’s methodologies customized to your
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community? For example, some security consultants use a cookbook checklist originally
designed for another application, which is now relegated to being a catchall assessment
used for every facility.

9. How does the security consultant meet reporting requirements?

Make sure that you discuss exactly what it is you require from the consultant as a
reporting deliverable (or series of deliverables) for your security assessment. For
example, do you want the consultant to deliver the final report in a written form that may
be discoverable through the Freedom of Information Act? Or would your requirements
be better served by having the consultant give you an oral presentation of your
vulnerabilities? Make sure these requirements are settled at the start of the project.

10. Can the security consultant advise on implementation and training?

To ensure consistency in the transition from mediation recommendations to security
systems implementation, it is best to ensure that your security consultant will be able to
provide technical training for new security policies, procedures, and systems
implemented as a result of your facility risk and vulnerability assessment.

After you’ve gone through this “deceptively simple, yet endlessly complicated” process
- from hiring a competent security contractor to implementing the contractor’s
recommendations - the most important question remaining is, When do I start this
process all over again? As your security consultant can tell you, the answer to that
question is right away

GUIDELINES FOR HIRING A SECURITY CONSULTANT

When seeking the services of a security consultant, it is crucial to match your needs or
requirements with the specific expertise and experience of the right consultant. Keep in
mind the following as you begin looking for a security consultant.

If It Says "One Size Fits AlL," It Doesn't Fit Anyone.

Few consultants would presume to offer one-stop shopping for all your security needs.
The consultant who claims to be an expert on workplace violence, CCTV, personnel
security issues, warehouse and transportation security, and proprietary information
programs - or an expert on your industry plus six others - might not be the genuine
article. To keep up with changes in technology, law, management and organizational
structure, a consultant would have to devote 19 hours a day to staying current. In short,
these days you can't be an expert generalist.

Beware Of The Bargain.
V4
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Most established, reliable consultants have an established fee structure. It was in place
long before your call came in, because they know their business and how much time and
effort the project will take and what their costs will be. There will always be some
negotiation, but the basic pricing should remain constant, and that's to your advantage as
much as to the consultant's.

Statement of Work.

If you're only going to ask one consultant for a proposal, a good strategy is to ask that
consultant to help you develop a statement of work. If you will have several candidates
for the project, ask them to provide comments and questions in a draft proposal. This
will level the playing field and help crystallize the working relationship and scope of
services. You'll know early on whether your expectations are realistic. Few consultants
will decline to help out in this development process, because it allows them to showcase
their expertise and knowledge of the project requirements; it is an excellent test drive
without obligation.

There's No Such Thing As Instant Experience.

Seek expertise with only the best professional reputations and competencies. How do you
find and evaluate them? From the recommendations of those who knew them, on the
basis of their academic and professional credentials and on the basis of their independent
and creative natures.

The same applies to hiring a security consultant. Primary selection criteria include
recommendations from other consultants and industry specialists you've had contact with
and whose opinions you respect.

Other criteria include formal education, professional development programs and
certifications by professional societies. A consultant's publications and professional
papers can be valuable as well, especially if peer review is a means of selection.
Consultants who write for professional publications have to keep abreast of the myriad
changes in technology, techniques and trends. Consultants who are not "product-
affiliated" are most likely to provide economical, creative solutions, because they can
make objective assessments and recommendations.

Other resources that will help you identify the right consultant are commercial referral

services and professional organizations. These groups use databases to link you with
consultants who have already been screened and whose credentials have already been

verified (4).
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ADDITIONAL TIPS

e Determine whether your candidate is truly a full-time independent security
consultant, not a part-time consultant or one that is tied to the sale of products or
other services, such as a hardware salesman, guard contractor or private detective
who professes to do it all.

o Examine the consultant’s credentials. Look for the “CPP” “Certified Protection
Professional” designation from ASIS, or a Registered Member of the
International Association of Professional Security Consultants.

e Does the prospective consultant carry professional liability (E&O) insurance?
Not the state-mandated private investigator’s or guard providers Insurance, but
Professional Liability Insurance with limits of liability sufficient to protect your
assets, many do not. Ask the question, and require a copy of their insurance
certificate.

e Beware of the Bargain! A person who does not offer a total solution but only
offers a list of tasks at a bargain rate may in fact never complete the real
assignment, may not do it well, and it may cost you more. Require a fixed fee
and a work plan. Often times the high-end consultant is more cost efficient and
cost effective, not only in terms of project cost, but in terms of value to your
institution, because he may have a better understanding of your needs, and can
therefore work more efficiently.

» Once a consultant is engaged, you get hooked. Good consultant(s) will teach you
what they know, what they have learned and they will work with you to devise
mechanisms to address present and future needs. They know when to move on,
and when to be available for new challenges

GUIDELINES FOR HIRING UNIFORMED SECURITY CONTRACTOR
Security Consciousness

The potential for anti-Semitic incidents threatening Jewish institutions and individuals
significantly increases during times of high visibility and activity by the Jewish
community. Unfortunately, Americans became all too familiar with this chilling reality
during a few short summer months in 1999.

Understanding that a large number -- if not the overwhelming majority -- of Jewish
institutions consider and often hire security contractors during the High Holy Days and
beyond, this publication is designed to provide you and your institution with the
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necessary information to make informed choices when employing a security contractor.

We recommend you share this material throughout your institution and with your
Board of Directors. If you require any additional information, please contact your local
ADL Regional Office. A list of contact numbers can be found at the end of this
publication.

Indicators of Potential Exposure

Initially, it is of critical importance to determine if increased security measures are
necessary. If an institution has experienced any of the following threats, then it may wish
to explore hiring a security contractor:

= Written or verbal threats

= Hate-based graffiti

» Theft or unexplainable losses

= Appearance of mysterious packages
* Local crime patterns

If recent crimes in your area suggest an increased risk or if there is a sense of insecurity
among your congregation, a security contractor may create an increased sense of
security.

Guidelines for Using Security Contractors

Once a decision is made that your institution has immediate or long-term security needs,
it should be determined whether limited or complex security requirements are necessary.
ADL strongly recommends that each institution undertake security as a long-term,
ongoing process.

Statement of Work

During holidays or special events where security guards may be required on a short-
term basis, institutions should obtain competitive bids as soon as possible. It is essential
to check with local law enforcement and other community agencies for
recommendations. Further, the institution should define the security contractor's scope of
work. All of the following criteria should be met:
= A concise statement describing the security tasks to be performed including the
number of days and hours that security is needed. This information should be
clearly outlined with the Security Contractor before security staff is assigned to
the site.

» A detailed set of general and particular special instructions. The importance of
P ol
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these instructions cannot be overstated. The institution should not rely on the
Security Contractor to provide them. These instructions should be discussed with
and agreed upon between the decision-makers of the institution and the security

firm.

= Assignment of one person who will be the security guard's contact, and will
greet the security guard upon arrival to ensure that the security guard
understands his/her role, and among other requirements, has a neat
appearance and proper attitude.

Security Guards

First impressions are important in determining how the security guard will perform. It is
important to remember that the security guard is present to deter and detect unusual or
suspicious activity as well as to safeguard property and people. The following are key
points that the institution's contact person should discuss with the security guard:

= Assess the security guard during the shift for alertness.
* Discuss with the security guard rules of conduct that enhance effectiveness. For

g

example, no smoking, practical joking, fraternizing, etc.
» Explain the scope of work and provide in writing concise expectations as soon as

the security guard arrives, which include:

r
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Institutional contact and how to immediately reach him/her.

Requirements of the assignment.

Purpose of security during the prescribed times.

Layout of the facility.

Facility security and/or fire regulations.

Any vulnerable areas. :

Locations of telephones, fire-fighting equipment, fire alarms,
emergency exits, etc.

Location of stairways and doors.

In the event of an emergency (fire, suspicious package, bomb threat,
etc.), clear operational guidelines.A
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Criteria for Security Contractor Selection

As soon as the need for a security firm has been determined on an immediate or long-
term basis, a security contractor should be selected. Selecting a company that has valid,
current state licenses is essential. To determine the reputation of a security contractor, it
is advisable to investigate any history of complaints about the prospective security
contractor reported to the state licensing authority. You should be certain that a
company is reliable and in good standing. All of the following criteria should be met:

* [Insurance

» Track Record

* Proposal Characteristics
= References

= Costs

» Contract

= Management

* Security Guards

Insurance

After a security contractor's license has been established, scrutinize the insurance
coverage the security contractor provides. The following criteria should be met prior to
hiring a security contractor:

» The contractor provides and maintains adequate insurance coverage for your
situation.

» Your risk manager (insurance agent) approves of the contractor's coverage.

= Contractor's Broad Form General Liability Insurance covers a minimum of $1
million per incident and $3 million total. The higher the coverage thebetter.

= Workers Compensation Insurance is at statutory minimums.

» Vehicles utilized by the security contractor have adequate Automobile Liability
Insurance coverage

» Security contractor's insurance covers sexual harassment through their
Professional Liability coverage.

= Liability coverage for special equipment provided (golf carts, computer
equipment, watch clocks, etc.).

= Contractor's insurance carriers name your organlzat1on as "Additional Insured" on
their liability insurance policies. If so, is there an extra charge for this?

= Your insurance advisor does not object to any of the policy "Exclusions."

13l
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coverage is sufficient to meet your needs. A security contractor must both provide
security and be properly insured.

Reputation

A security contractor's reputation should be examined to insure the company has
maintained a trustworthy and dependable reputation. To determine the quality of past
work, ascertain whether there has been a recent history of valid or successful lawsuits
against the contractor filed by clients or employees. This can be learned at your local
courthouse. Consider three main factors when researching a company's history:

Negligence

Determining possible history involving negligence by the contractors is important. By
reviewing liability insurance claims history, your organization should be provided
insurance "Loss Experience" or "Loss Runs" by the contractor upon your request.

Your lawyer can explain the report and advise you on the significance of each case
and report.

Workers Compensation Claims

Review their listing of worker compensation claims to determine the possibility of
patterns of carelessness or inadequate employee safety practices. This report is
available from the security contractor and your insurance agent can advise you of the
significance of each claim.

Experience

Although not essential, the security contractor should have recently provided similar
security service. It is recommended to hire a security contractor that has recent
experience similar to the needs of your institution.

Proposal Characteristics

Carefully analyze the proposal submitted by a security agency. The proposal should
address the specific security needs at your site and demonstrate that the security
contractor has carefully reviewed your needs, giving them full consideration in the
proposal. The following are key points that the security contractor should enumerate in a
proposal for your institution:

Training,/
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The proposal should describe the security-related education and training levels of
personnel to be assigned at your institution. Security contractors that provide
additional education and training are more likely to divulge this information.

Staffing

Staffing may be regular, rotating or temporary and it is important to know beforehand
which personnel you will be dealing with. A permanent staff assignment is always best if
it can be obtained. However, security contractors often have difficulty maintaining
regular staff as a result of odd shifts, frequently consisting of less than eight hours. You
should research the security contractor's history of staff stability and determine excessive
turnover or poor relationships with employees. The contractor should also obtain your
approval before transferring personnel from your site. To this end, the contractor's needs
at other sites should not take precedence over security needs at your site.

Description of Supervision

Does the proposal describe the exact nature of supervision to be provided? Contractors
should be willing to explain clearly how they will monitor and control the quality of
security services.

Documentation

In selecting the best quality contractor, the proposal should describe the frequency of
reports and documentation (daily officer activity logs, incident reports, crime reports,
officer time sheets, other special reports, etc.). Consistent and thorough written
communication is an important output of contract security services and is the only
management control mechanism you have over security services and costs.

Instructions to Security Guard

Carefully analyze whether the proposal includes sample Post Orders or Standard
Operating Procedures Manual. This document describes all aspects of job performance at
your site, including security guard grooming and decorum, sets the standard of security
services, and provides the basis of guard discipline. Ultimately, this document becomes
the main basis of legal defense in the event of litigation. The contractor should provide a
document that is comprehensive and clear both to you and the security guards.
Emergency Procedures
The contractor's proposal should describe how his/her guards will function under various
emergency conditions. The proposal should demonstrate an understanding and coherent
approach to a wide variety of nonstandard, unusual or crisis situations.
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Equipment Issues

If the security guard is expected to patrol your institution when it is closed (holidays,
overnight, etc.), he/she should be equipped with a cellular phone enabling contact with
emergency services if needed. It is important for you to ask what other equipment is
standard issue and/or the guard is certified to use. For example, will the guard carry a
baton? Pepper spray? Handcuffs, etc.?

Extra Services

Determine if there are any special "Value Added" services proposed. The best
contractors proudly propose unusual features of their firm's services such as private
investigations, extensive employee background checks, useful liaisons with local law
enforcement agencies, new state-of-the-art technology application and specialized
reports.

References

References help find quality and reputable security contractors. Client references give
invaluable insight as to the reliability and performance of a security contractor and
highlight areas of possible improvement. To secure the most qualified and experienced
security firm, the following criteria should be met:

» Clients verify a contractor's history of relevant experience.

= Past clients' references verify a contractor's history of responsiveness.

= References indicate contractor's employee turnover rate is lower than or
equal to that of industry norms.

Costs

Hiring a security contractor is also dependent upon cost. Prospective security
contractors should address the following issues:

= How frequently will contractor bill for services rendered? Weekly? Bi-weekly?
Other? Is this convenient for you?

= Will it be a flat monthly rate, a uniform hourly rate for all employees or a
unique hourly rate for each individual employee? Generally, paying a unique
hourly rate for each guard provides clients with the most economy

* Contractor discloses wages to be paid to guards assigned to your site. A good
contractor should be willing to discuss openly all cost drivers and the fee or
profit margins it expects to earn for the services to be provided.

. Contractors periodic-invoices list wages and bill rates for each guard. Invoice

16

Reqgistrar
KR Manodx am University

SOhr‘;a} j ‘Iﬁw"f 5 ‘é "?L.:.“:i)



detail provides a good audit trail and shows contractor professionalism.

= How will guard pay increases be handled? Inadequate or stagnant wages are a ; ‘ o !
frequent cause of staff turnover. Wage increases should be proposed in advance : o
by the contractor, based on officer incentive and merit, reflected logically in e
billing rate adjustment and mutually agreed upon by the contractor and client &
before implementation.

» Will any additional charges be made for uniforms, equipment, supplies, etc.?
Again, these should be proposed, justified, logical, and mutually agreed upon.

Contract

The security contract ensures the contractor will meet your needs. There are numerous :
questions and criteria that a security contract should specifically address which indicate e 2
the security firm is responsible and dependable. These serve as guidelines to refer to :
and are enumerated below:

&y

Does the contractor indemnify you for all security-related liability for which the

contractor is responsible? In cases where partial liability is determinedby a court

of law, does the agreement clearly specify how such indemnifications shall be

applied?

= At contract time will there be a price increase? How much? Why?

» Do you retain the right to terminate the agreement at any time and for any
reason? Is this right mutual? “

» [s the amount of notice required for contract termination reasonable? Thirty
days is the usual standard

= Is the agreement sufficiently flexible to meet your needs?

= Does it assure fairness to the contractor and adequate control to theclient?

You and the security contractor must share an understanding of the reasons
generating the contract. As such, discussion issues should include the following:

» Discuss your desires with management from the outset, allowing the security
contractor to communicate with janitors, landscapers and maintenance
personnel to create an integrated security team.

= Discuss terms of supervision with the contractor in addition to the contractor
supervising your security personnel with both field and management staff. This
ensures that the security personnel know, understand, and comply with your
site's written policy manual. If a security guard performs below par, it is
important to know that the individual will be counseled, disciplined and replaced
by the contractor as needed.

» Once the security guards are in place, you will need to monitor them to ensure
that they meet high professional standards, project a professional and alert
demeanor, and respond effectively to security-related concerns. It should be
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required that all that written materials from the security guard (logs, reports, etc.)
be clear, complete and usable.

Deciding What Kind of Security Should Be Hired

It is important to know that hiring a security contractor, whether limited or
extensive, armed or unarmed, is a serious business and not to be taken lightly.

Different kinds of security guards are appropriate for different situations. The most
important issue is whether you would like security at your site to be provided by a
uniformed or plainclothes guard. Depending upon your security goals, hire a contractor
who will provide service that fits your needs.

» The main goal of a uniformed security guard is deterrence.
= The main goal for hiring a plainclothes security guard is apprehension.

After deciding what kind of security to hire, you must determine whether the security
guard should be armed or unarmed. There are many costs and benefits to be considered
when choosing an armed versus unarmed security guard. The following should clarify in
what manner security should be provided:

Armed Security Guards

= It is important to determine if hiring armed security guards meets your
institution's expectations for security.

= Realize that armed guards may utilize deadly force.

* Determine the training qualifications the security guards have with firearms.

* Determine the contractor's shoot policy and the use of weapons with regard to
deadly force

* Keep in mind moral questions when hiring an armed security guard. You should
also determine whether the members of your institution will accept an armed
guard on the premises. Please note that special care should be taken if your
institution serves many young people. Schools should be particularly concerned
with the message an armed guard conveys to students, parents and staff.

» Consider the cost effectiveness of an armed guard. They are much more
expensive than unarmed security, due to licensing and training requirements.

* Decide whether the presence of a weapon may escalate the possible use of
force and violence which otherwise may not occur.

Unarmed Security Guards

= Use of deadly force is not an issue.
= Unarmed security guards often provide the same deterrent as armed guards
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without the risk of deadly force.
* The protection afforded by unarmed guards is less expensive and incurs less
liability and insurance.

INTRODUCTION -
TRAINING OF A SECURITY CONSULTANT

When the initiative of the professional security guard has entered the private security
industry in the world, the different skills must be learned by the security personnel. The
result for that, there are various types of training for the security guards that have been
developed.

Security personnel always play key roles in seéuring the people and properties of the
organization, so they should be qualified to carry out their assigned tasks.

There may be several security guards in an organization, performing various types of
duties. For example; access control, traffic management, reception security, control room
operator, and more.

The complexity of the work requires special skills for security guards, and they can develop
through training. In this post, I would explain the types of training for the security guard in
the world.

Except for the special security officer, standard security guard training is similar in many
countries. The security guard training has been categorized into three main groups.

Security guards have one of the toughest jobs there is with actual responsibility for crime
prevention, not to mention human life. So hiring the right people and then creating a robust
security guard training for your new and existing security officer’s manpower — is the
guarantee of their great service, the results of which you will see in your business revenue.
Connecteam is proud to be the main software and employee app partner for over a hundred
security companies in streamlining their daily operations. So, we’ve combined all that
experience and knowledge of this industry and created this comprehensive guide on how to
create a winning training program for the security personnel.

While security guard HR managers and training managers choose the Connecteam security
app for the checklists, workflows, security guards scheduling, and training capabilities, we
are also among the top professional apps the security officers themselves love using and
find most helpful, thanks to the handy clock in into shifts from their own phone, instant chat
and staff directory communication features, and simple user interface that just saves time.

In fact, some security businesses managed to streamline and grow their companies, with
such software tools.

What Kind Of Security Guard Training Is Available? /
Until recently, security officer positions did not require much training or quglifications.
Many security jobs only require a GED and a clear criminal record. While at't e time
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the position is one of power.

However, new technology, surveillance tech is but one example, is making a huge impact
on the security industry. The security guards of tomorrow are tech-savvy, assertive, and
able to make tough decisions in high-pressure situations.

As the job demands greater responsibility and skill, it must also require a great deal of
experience and training. If you want your security guards to be ready for modern
challenges, perform at a high level, deliver excellent customer satisfaction, and also pass
government regulations then there are no two ways about it: you need a security
guard training program, today.

What are the basics of any security guard training?

Guard and monitor premises

Operate surveillance equipment

Prevent theft

Escort individuals around a site or off the premises

Assist in the secure transportation of money or highly-priced goods

Communicate quickly with emergency services

Make quick decisions and prioritize duties.

What should be definitely included in security guard training?

Learning to maintain a high visible presence to deter illegal behavior

Boosting your awareness of relevant legislation and laws.

Civil and criminal law understanding

Fire safety awareness

How to detect, deter, observe and report

Emergency procedures

Drug awareness

Learn how to search individuals

Escorting techniques

Learn how to assess a situation

Disengagement techniques

Conflict resolution

First Aid

Monitoring and controlling traffic movement

Access control — checking baggage and vehicles for illegal substances

Crowd control

Observing and identifying hazards

Starting a security officer training program from scratch can be a mission and a half. So,
consider this guide as your easy button. Simply read and follow the steps and suggestions to
create and set up your very own training program for your security guards. Then use the
references in the final section, coupled with the below steps and suggestions, to build your
own training program.

What Every Security Guard Training Program Must Include

Whether your security guards are patrolling the food court, neighborhood playground, or do
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armed security for sensitive facilities, your training program must start with a vision and
philosophy. So, step 1, start creating your training program by defining the vision mission
statement.

Training requirements

.,

Your security guard training program needs to address the needs of the entire organization.
Start by creating a training requirements document.

If you have regulations you need to comply with that should definitely be in there. Stating
those regulations and their requirements would be a good place to start your training
requirements document (TRD).

Second, on the job safety is usually one of those things that show up in government
regulations but, even if it doesn’t, safety training should still be in your TRD. Especially, if
your guards are armed.

Third, ask yourself if you would like your officers to earn voluntary certification at the end
of their training. If you would, then it would make sense to partner with a training provider
whose certification and licenses are considered an industry standard.

Fourth, consider how you want to deliver training. Do you want your officers to come in off
their jobs into the office, and take a day out or more for training? Consider the cost of such
a program and if that cost makes economic sense.

The major cost associated with training is not delivering the training program but the time
your officers are taking from their duties. That’s why leading companies are switching
to online training, preferably delivered through mobile apps so officers can train on-the-job
or at their preference.

Obviously, security guard training has a lot of value for the security service company so the
cost of training almost always makes economic sense, even if your officers are taking time
off to complete it. But, even if it does, that doesn’t mean you can’t do it better for less.
USP of our training program
All you need to do to take a good training program and make it great is — Listen to your
employees. Make them a part of the conversation and decision-making process. _
After all, your officers are the ones that will put their training to practice so who better to a
know what kind of training they need. In fact, training is a cyclical process and their
experience in the field can help you improve and keep your training up to date and
relevant.
Remember the training requirements document from before? Good. Turn your TRD into a
survey and ask your guards what they want to be trained on:
1. What regulations do you think are important for us to comply with?
2. Do you feel safe at work?
1. Are there safety protocols you feel are lacking? :
3. Are there any training certifications you think should be required to perform your %

job?
- 7

4. How would you like to complete training modules?
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5. What are some course materials we should start covering in training?
Based on the feedback received my audience. Following training module is designed.

# Basic security guard Training;
In this course, the trainees will learn the basics of safety and security procedures, the basic
task, duties, and responsibilities of the security personnel.
Here are different types of basic security guard courses that are based on specific sectors.
1. Special event security course;
The course length can be 1 to 3 days, the trainees will learn the safety system, operational
skills, and various strategies for handling the event.
2. Hospital security course;
This course can be completed within 2 days, and trainees can learn patient and customer
service, access control, traffic control, and the hospital emergency response
6. Bank security course;
Banks are most targeted by criminals because of high rewards. So, It is extremely necessary
to provide bank security training to the security personnel who protect the bank.
In this course, the participant will learn about protecting the individuals, assets, and bank
information against several risks and threats. More
7. Security supervisor training;
This course is offered to the security personnel who have already promoted or are
promoting as a supervisor or the individual who wants to take this training to increase
awareness.
The course is running for a week and trainees will learn leadership, management, legal and
official documentation, as well as preparing the different types of reports.
8. Security manager training;
Security manager training is to provide the security supervisor if they are on the line of the
security manager. The course mainly focuses on managerial roles, the sate security
regulation, and federal criminal law. The course duration is 5days or not longer than a
week.
9. Sport facility management course;
The course will last for 2 weeks for the security personnel to learn about protection at
sporting events and entertainment facilities. The goal of this training is to provide the basic
knowledge of their roles and responsibilities at the event and promote the stander behavior
of the security personnel along with the protection of the event.

# General Security training;

There are many courses in this program and individuals who want to take one need to
register for a particular course. Upon completion of the course, the applicant will be
awarded the certificate.
1. Fitness and self-defense course;
2. Operation manager course
2/ - 22
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Control room supervisor course
Traffic management course
Special course for the port, oil, and gas Facilities
Control room CCTV operator course
7. Operation room Supervisor course

# Occupational Health and Safety Courses;
Workplace safety also another important part of the security guard duty. Although
workplace safety maintains through the safety officer security staff are the main ones who
manage the safety procedure by ensuring that all employees comply with it.
There is a variety of training for the security guard if the company or the individual wants

o v AW

to participate.
-1. First Aid
2. Infection prevention
3. Safety management
4. Conflict resolution
5. Control substance hazardous to health (CSHH)
6. Fire prevention and safety evacuation
7. Health and safety at the workplace.

Conclusion: There are 3 types of training for security guards and each of them has various
courses. The individual or the security personnel will participate in the training which is
useful for the specific site.
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THE COMPLETE WORLD"OE EBUCATION

To
Mr. Sandeep Gupta/ Mr. Madan Invoice No. : 002/2021-22
M/s Energos Services India Pvt. Ltd. Invoice Date : 10/12/2021

66 A-2, First Floor, Gyandeep Complex
Opp. Canara Bank, Munrika
New Delhi - 110067

Invoice for Consultancy Project :

Particulars Amount (Rs.‘)
|
Invoice for services rendered in relation to the project titled “Best |
' Practice Guidelines for Starting, Hiring and Training the Security 3,00,000
. Consultant”
Net Amount Payable 3,00,000 |

| (Rupees Three Lakh Only)
Please make the payment of the invoice by NEFT/RTGS/IMPS as per Bank Detail:

Beneficiary Name : K.R. Mangalam University

Account No. : 091101000622

[FSC CODE : ICIC0000911

Bank : ICICI Bank Ltd.

Branch : Sohna Bus Stand, Gurgaon

PAN: AAJCS3143G For K. R. Mangalam University
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